
the
Wolfsberg

Group

Financial lnstitution Name:

Location (Country) :

Wolfsberg Group Correspondent Banking Due Diligence Questionnaire (CBDDQ) Vl.3

JOINT STOCK COMPANY "BANK ALLIANCE'

Ukraine

The queslionnaire is required to be answered on a Legal Entity (LE) Level. The Financial lnstitution should answer the questionnaire at the Iegal entity
evel including any branches for which the client base, products and control model are materially similar to the LE Head Office. This questionnaire
;hould not cover more than one LE. Each question in the CBDDQ will need to be addressed from the perspective of the LE and on behalf of all of its
)ranches. lfaresponsefortheLEdiffersforoneofitsbranches,thisneedstobehighlightedanddetailsrsgardingthisdifferencecapturedattheend
)f each sub-section. lf a branch's business activity (products offered, client base etc.) is materially different than its Entity Head Office, a separate
luestionnaire can be completed for that branch.

l'li :,-:::,:,:,::'sri i I

Full Legal Name JOINT STOCK COMPANY'BANK ALLIANCE"

qppend a list of foreign branches which are
rovered by this questionnaire

33 branches.
Please find a list of branches by the following link: httpsJ/bankalliance.ua/en/branch*network

=ull Legal (Registered) Address 04053, Kyiv, st. Sichovih Strilciv, 50, Ukraine

:ull Primary Business Address (if different from
lbove)

fate of Entaty incorporation/ establishment 1 0.03.1 992

Select type of ownershjp and append an
)wnership chart if available

ia rublicly Traded (25% of shares publicly traded)
No

ial f Y, indicate the exchange traded on and ticker
;ymbol

b vlember Owned/ Mutual

FNo

c 3overnment or State Owned by 25o/o ot more

FNo

d Privately Owned

l-Yes

5 d1 f Y, provide details of shareholders or ultimate
ceneficial owners with a holding of '10% or more

Sosis Alexander Yosypovych. The citizen of Ukraine. Date of birth: 09.09,1955. Shareholding:
89.289006 o/o I Diect.
You can find the full shareholder structure on official site of JSC "BANK ALLIANCE" under the
link: https://bankalliance.ua/en/about_bank/ownership_skucture

/o of the Entity's total shares composed of
learer shares

.lOlNT STOCK COI\,'1PANY'BANK ALLIANCE" doesn't issue bearer shares

)oes the Entity, or any of its branches, operate
rnder an Offshore Banking License (OBL) ? No

3a f Y, provide lhe name of the relevant branch/es
trhich operate under an OBL

!ame of primary financial regulator / supervisory
ruthority

National bank of Ukraine

O The Wolfsberg Group 2020 Page 1 CBDDO V1 3
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Wolfsberg Group Correspondent Banking Ou€ Diligence Questionnaire (CBDDQ) V1.3

t0 )rovide Legal Entity ldentifier (LEl) if available 2534OOMWL1 GZOBNl HX63

)rovide the full legal name of the ultirnale parent

,if different from the Entity completing the DDQ)

Jurisdiction of licensing authority and regulator
of ultimate parent

3 Select the business areas applicable to the
:ntity

13a letail Banking
Yes

t3b )rivate Banking / Wealth Management
Yes

3c lommercial Banking
Yes.

13 d fransactional Banking
Yes

l3 e
Yes

t3f :inancial lMarkets Trading
Yes

3g Securities Services / Custody
Yes

t3h lroker / Dealer
Yes

t3i \4ultilateral Development Bank
No

3j )ther

t4 )oes the Entity have a significant (10% or more)
rortfolio of non-resident customers or does ii
ierive more than 10% of its revenue from non-
'esident customers? (Non-resident means
lustomers primarily resident in a different
urisdiction to the location where bank servrces
rre provided.)

\o

14a f Y, provide the top five countries wherc tnL. non
'esident customers are located.

t5 ielect the closest value:

15 a 'lumber of employees
50 1 -1 000

t5b foial Assets
3etween $100 and $500 million

l6 lonfirm that all responses provided in the abcve
lection ENTITY & OWNERSHIP are
epresentative of all the LE's branches

fes

16 a f N, clarify which questions the difference/s
elate to and the branch/es that this applies to.

t6b I appropriate, provide any additional inlornratiorl
context to the answers in this seciion.

O The Wolfsberq croup 2020 Pege 2 CBDDO V1.3
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Wolfsberg croup correspondent Banking Due Diligence Questionnaire (CBDDQ) V1,3

Does the Entity offer the following products and
services:

7a Correspondent Banking
Yes

7a1 fY

17 a2 loes the Entity offer Correspondent Banking
;eruices to domestic banks?

Yes

l7 a3 loes the Entity allow domestic bank clients to
rrovide downstream relationships? No

17 a4 )oes the Entity have processes and procedr.tres

n place to identrfy downstream relationships
ilith domeslic banks,

Yes

l7 a5 )oes the Entity offer correspondent banking
;ervices to Foreign Banks?

No

17 a6 foes the Entiiy allow downstream relationships
ilith Foreign Banks? No

l7 az )oes the Entity have processes and procedures
n place to identify downstream relationships
ilith Foreign Banks?

Yes

17 a8 loes the Entity offer correspondent banking
;ervices to regulated MSBs/N/VTS?

No

17 a9 loes the Entity aliow downslream relationships
eith N/SBs/NilVTS? No

l7 a1O loes the Entity have processes and procedures
n place to identify downstream relationships
vith MSB /NjlVTS?

No

17b rrivate Bank ng (domestic & internalional)
Yes

c frade Finance
Yes

t7d )ayable Through Accounts
No

e Stored Value lnstruments
No

l7f lross Border Bulk Cash Delivery
No

7g )omestic Bulk Cash Delivery
Yes

17h nternational Cash Letter
No

t7i lemote Deposit Capture
No

t7j /irtual /Digital Currencies
No

t7k -ow Price Securities
Yes

t7 I Hold N/ail
No

17m lross Border Remittances
Yes

7n iervice to walk-in customers (non-account
rolders) Yes

7o ponsoflng PflvateAlMs
No

7p Ither high risk products and services identified
)y the Entity

t8 lonflrm that all responses provided in the above
iection PRODUCTS & SERVICES are
epresentative of all the LE's branches

Yes

18 a f N, clarify which queslions the difference/s
elate to and the branch/es that this applies to

18b lf appropriale, provide any additional information
i context to the answers in lhis section.

Head Office provide only 17a,17a2,17c,17k
Branches provide only 17b, 179, 17m,17n

O The Wolfsberq croup 2020 CBDDO V,l,3
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wolfsberg croup correspondent Banking Due Diligence Quostionnaire (cBDDQ) V1.3

9 Does the Entity have a programme that sets
rinimum AN41, CTF and Sanctions standards
'egarding the following componenis:

19 a Appointed Officer with suff icient
?xPerience/experlise Yes

t9b 0ash Reporting
Yes

19 c 3DD
Yes

t9d :DD
Yes

19 e 3eneficial Ownership
Yes

l9f ndependent Testing
Yes

't9 g reriodic Review
Yes

t9h and Procedures
Yes

t9i lisk Assessment
Yes

lej Sanctions
Yes

t9k rEP Screening
Yes

t9t \dverse lnformation Screening
Yes

19 m Suspicious Activity Reporting
Yes

19 n Training and Education
Yes

19o Iransaction l\4onitoring
Yes

20 low many full time employees are in the Entity's
qN/1, CTF & Sanctions Compliance
lepartment?

Less than '10

21 s the Entity's AML, CTF & Sanclions policy
lpproved at least annually by the Board or
lquivalent Senior Management Committee?

Yes

foes the Board or equivalent Senior
Management Comrnittee receive regular
'eporting on the status of the AML, CTF &
Sanctions programme?

lvlonthly

z3 )oes the Entity use third parties to carry out any
lomponents of its AML, CTF & Sanctions
)rogramme?

No

13a f Y, provide further details

24 lonfirm that ail responses provided in the above
iection Al,4L, CIF & SANCTIONS Programme
lre representative of all the LE's branches Yes

a4a f N, clarify which questions the difference/s
'elate to and the branch/es that this applies to.

l4b f appropriate, provide any additional information
context to the answers in lhis section.

(O The Wolfsberg Group 2020 CBDDO Vl,3
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Wolfsberg croup coarespondent Banking Oue Diligence Queslionnaire {CBDDQ) Vl.3

t5 Has the Entity documented policies and
procedures consistent with applicable ABC
regulations and requirements to lreasonably]
srevent, detect and report bribery and
lorruption?

/es

26 Does the Entity have an enlerprise wide
Jrogramme that sets minimum ABC standards? /es

27 Has the Entity appointed a designated officer or
rff icers with suff icient experienceiexpertise
'esponsible for coordinating the ABC
trooramm e?

Yes

28 Does the Entity have adequaie staff with
appropriate levels of experience/expertise to
mplement the ABC programme?

Yes

29 s the Entity's ABC programme applicable to:
Both joint ventures and third parties acting on behalf of the Entity

30 loes the Entity have a global ABC pclicy ihat:

30a Prohibits the giving and receiving of bribes?
This includes promising. offering. gtving,
solicitation or receiving of anything of value,
directly or indirectly, if improperly intcnded to
influence action or obtain an advantaqe

Yes

30b ncludes enhanced requirements regarding
nteraction with public officials?

Yes

30c ncludes a prohibition against the falsification of
rooks and records (this may be within the ABC
rolicy or any other policy applicable to the Legal
-ntitv)?

Yes

31 )oes the Entity have controls in place to monitor
:he effectiveness of their ABC programme? Yes

t2 )oes the Entity's Board or Senior Management
lommiltee receive regular Management
nformation on ABC matters?

Yes

l3 )oes the Entity perform an Enterpflse Wide
qBC risk assessment? /es

13a f Y select the frequency
12 N.4onths

l4 )oes the Entity have an ABC residual risk rating
hat is the net result of the controls effectiveness
tnd lhe inherent risk assessment?

/es

,5 foes the Entity's ABC EWRA cover ihe inherent
'isk components detailed below:

15a )oienlial liability created by iniermediaries and
lther third-pariy providers as approDriate fes

t5b lorruption risks associated with the countries
?nd industries in which the Entity dces business,
jirectly or through intermediaries

fes

]5c fransactions, products or services, inc[]ding
hose that involve state-owned or state-
)ontrolled enlities or public officials

fes

t5d lorruption risks assooiated vilth giits and
rospitality, hiring/internships, charitable
jonations and political contributions

fes

35e Changes in business activities that may
materially increase the Entity's cotruption risk

/es

36 Does the Entily's internal audit function or other
independent third party cov6r ABC Policies and
Procedures?

/es

@ The Wolfsberg croup 2020 CBDDQ V1,3
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Wolfsberg Group Correspondent Banking Due Diligence Questionnaire (CBDDO) Vl.3

t7 foes the Entity provide mandatory ABC training
o:

17a loard and senior Committee Management
Yes

t7b I st Lin6 of Defence
Yes

17c Znd Line of Defence
Yes

,7d lrd Line of Defence
Yes

'fie )rd parties to which specific compliance
rctivities subject to ABC risk have been
)utsourced

/es

t7t !on-em ployed workers as appropriate
contractors/consullants) /es

i8 loes the Entity provide ABC training that is
argeted to specifrc roles, responsibilities and
rctivities?

/es

|9 lonfirm that all responses provided in the above
iection Anti Bribery & Corruption are
epresentative of all the LE's branches

Yes

tga lf N, clarify which questions the differencels
'elate to and ihe branch/es that this applies to.

39b lf appropriate, provide any addilional information
/ context to the answers in this section.

@ The UJolfsberg Croup 2020 CBDDO Vl,3



Wolfsberg Group Correspondent Banking Due Diligence Questionnaire (cBDDO) Vl.3

&
l0 Has the Entity documented policies ano

procedures consistent with applicable ANi1L, CTF
& Sanctions regulations and requirements to
reasonably prevent, detect and report:

l0a Money laundering
Yes

40b fenorist financing
Yes

40c Sanctions violations
Yes

41 Are the Entity's policies and orocedures updated
at least annually? Yes

42 Are the Entity's policies and procedures gapped
againsucompared to:

12a US Standards
No

12 a1 lf Y, does the Entity retain a record of lhe
results?

t2b U Standards
No

t2 b1 f Y, does the Entity retain a record of the
'esults?

t3 Does the Entity have policies and procedures
:hat:

13a Prohibit the opening and keeping of anonymous
and fictitious named accounts

Yes

t3b Prohibit the opening and keeping of accounts for
rnlicensed banks and/or NBFIs

Yes L:
13c f,rohibit dealing with other entittes that provide

)anking services to unlicensed banks
Yes

{3d )rohibit accounts/relationships with shell banks
Yes

e riohibil dealing with another entity that provides
rervices to shell banks YES

13f )rohibit opening and keeping of accounts for
Section 31'1 designated entities Yes

13s )rohibit opening and keeping of accounts for
rny of unlicensed/unregulated rem ittance
agents, exchanges houses, casa de cambio,
lureaux de chaflge or money transfer agents

Yes

3h isess the risks of relationships with domeslic
rd foreign PEPs, including their fam ily and
)se associates

Yes

13i )fine escalation processes for financial crime
k issues Yes

13j )fine the process, where appropriate, for
-minating existing customer relaticnsltips due
financial crime risk

Yes

t3k )ecify how potentially suspicious activity
)ntified by employees is to be escaiated and
/estigated

Yes

13 I rtline the prccesses regarding screeninO for
nctions, PEPs and negative media

Yes

13m Jutline the processes for the mainlenance of
nternal "watchlists" Yes

t4 'las the Entity defined a risk tolerance statement
)r similar documenl which defines a risk
)oundary around their business?

Yes

l5 loes the Entity have a record retention
)rocedures that comply witlr appltcable laws'7 Yes

15a period?
5 years or more

l6 lonfirm that all responses provided in ihe above
iection POl.-lClES & PROCEDURES are
epresentative of all the LE's branches

Yes

16a i N, clarify which questions the difference/s
'elate to and the branch/es that thjs applies to.

16b I appropiiate, provide any additional information
context to the answers in this section.

O The Wolfsberg croup 2020 Page / CBDDO V1,3



Wolfsberg Group Correspondent Banking Due Diligence Questionnaire (CBODQ) Vl,3

17 loes the Entily's AML & CTF EWRA cover the
nherent risk components detailed below:

17a llient
Yes

t7b rroduct
Yes

17c 3hannel
Yes

t7d 3eography
fes

IB loes the Entity's Al\ilL & Cl'F EWIIA cover tne
lontrols eFfectiveness components detailed
)elow:

18a f ransa0tion Monitoring fes

t8b lustomer Due Diligence
fes

lEc )EP ldentification fes

18d fransaction Screening fes

l8e 'lame Screening against Adverse Media &

!eoative News
fes

18f rarnlng ano tducatron fes

lug 3overnance
fes

t8h t4anagement Informalion
fes

19 las the Entity's AML & CTF EIVRA been
)ompleled in the last '12 months? Yes

19a f N, provide the date when the last AN/L & CTF
:WRA was completed.

t0 loes the Entity's Sanctions EWRA cover the
nherent risk components detailed below:

i0a llient
Yes

t0b
/es

,Oc lhannel
/es

t0d
/es

O The Wolfsborg cioup 2020 CBDDQ V1.3
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Wolfsberg croup correspondent Banking Due Diligence Questionnaire (CBDDQ) Vl.3

i1 )oes the Entiiy's Sanctions EU/RA cover the
)ontrols effectiveness components detailed
lelow:

i1 a lustomer Due Diligence
Yes

i1 b Transaction Screening
Yes

1c ,lame Screening
Yes

ild -ist Management
Yes

il e lraining and Education
Yes

ilf iovernance
YES

ils anagenrent lnformation
Yes

i2 Has the Entity's Sanctions EWRA been
:ompleted in the last 12 months? Yes

52a f N, provide the date when the last Sanctions
EWRA was completed.

53 Sonfirm that all responses provided in the above
Section AIV]1. CTF & SANCTIONS RISK
qSSESSMENT are representative of all the LE's
lranches

Yes

53a f N, clarify which questions the difference/s
'elate to and tne branch/es that this applies to.

t3 b f appropriate, provide an), addilional information
'context to the answers in this section.

@ The Wolfsberg Group 2020 CBDDO V1,3



t4 loes the Entity verify the identity of the
)ustomer? Yes

i5 Do the Entity's policies and procedure$ set out
ilhen CDD must be completed, e.g. at the tlme
Jf onboarding or within 30 days

Yes

56 Which of the following does the Entity gather
and retain when conducting CDD? Select all thaj
apply:

55a Cwnership structure
/es l-

56b Sustomer identification FYes

56c Expected activity
Yes

56d \ature of business/em ployment
Yes tr

t5e ,roduct usage
Yes

56f )Lrrpose and nature of relationship
Yes

569 Source of funds
Yes

56h Source of wealth
Yes

57 qre each of the following identified:

,7a Jltimale benef icial ownership
Yes

t7 a1 qre ultimate beneficial owners verified?
Yes

57b quthorised signatories (where applicable)
Yes

)7c (ey controliers
Yes

t7d Sther relevant parties Other representative persons with substantial influence

t8 /Vhat rs the Entity's minimum (lowest) threshold
rpplied to beneficial ownership identification ? 10v"

t9 )oes the due diligence process result in
rustomers receiving a risk olassification? Yes

WolfsbeJg Group correspondent Banking Due Diligence Questionnaire (cBDDQ) Vl.3

O The Wolfsberg Gioup 2020 Page '10 CBDDO V1,3
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Vy'olfsberg Group correspondent Banking Due Diligence Queslionnaire (cBDDQ) V1.3

i0 f Y, what factors/criteria are used to determine
he customer's risk classification? Selecl all that
rpply:

t0a )roduct Usage
Yes l

i0b leography fes

i0c Jusrness I ype/lndustry
Yes

i0d .egal Entity type /es

i0e \dverse lnformation
/es

i0f Ither (specify)

Does the Entity have a risk based approach to
screening customers for adverse
Tedia/negative news?

fes

i2 lf Y, is this at:

i2a Cnboarding
Yes

52b KYC renewal
Yes

52c 'rigger event
Yes

)J What is the method used by the Entity to screen
br adverse media / negative news? l\4a n ua I

54 Does the Entity have a risk based approach to
screening customers and connected parlies to
determine whether they are PEPs, or controlled
by PEPS?

Yes

t5 lf Y, is this at

35a Cnboarding
Yes

i5b <YC renewal
Yes

i5c frigger evenl
Yes

,b y'Vhat is the method used by the Entity to screen
)EPs? Combination of automated and manual

t7 )oes the Eniity have policies, procedures and
lrocesses to review and escalate potential
natches from screening customers and
ronnected parties to determine whether they are
)EPs, or contr-olled by PEPs?

No

i8 loes the Entity have a process to review and
rpdate customer information based on:

18a <YC renewal
Yes

i8b frigger evenl
Yes

i9 )oes the Entlty maintain and report metrics on
lurrent and past periodic or tfigger e,/ent due
jiligence reviews?

Yes

O The Wolfsberg Group 2020 CEDDO V1 3
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U,lolfsberg Group Corespondent Banking Due Diligence Questionnaire (CBDDQ) Vl.i

IO :rom the list below, which categories of
lustomers or industries are subject to EDD
rnd/or are restricted, or prohibited by the Entity's

'CC programme?

lOa ,,lon-account customers
Prohibited k

/0b -resident customers
EDD on a risk based approach E

r0c Shell banks
Prohibited

-
=

r0d vlWS/ IvISB customers
EDD on a risk based approach

I0e )E Ps
EDD on a risk based approach

r0f )EP Related
EDD on a risk based approach

r0g rEP Close Associate
EDD on a risk based approach F

r0h lorrespondent Banks
EDD on a risk based approach

r0 hl f EDD or EDD & restricted, does the EDD
rssessment contaln the elemenls as set oul,n
he Wolfsberg Correspondent Banking
)rinciples 2014?

Yes

f0i \rms, defense, military
EDD on a risk based approach

'0j \tomlc power
EDD on a risk based approach

r0k :xtractive industries
EDD on a risk based approach

,0 I )recious metals and slones
EDD on a risk based approach l=

om Unregulated charities
EDD on a risk based approach

fOn Regulated charities
EDD on a risk based approach F

70o Red light business i Aduli entertainment
Prohibited l-

I0p Non-Government Organisations
EDD on a risk based approach F

70q Virtual currencies
Prohibited

lot Vlarijuana
Prohibited

70s Embassies/Consulates
EDD on a risk based approach E

70r Gam bling
Prohibited

/ou )ayment Service Provider
EDD on a risk based approach

I0v 3ther (specify)

1 f restricted, provide details of the restriction According to the Law of Ukraine "On sanctions" and decisions oflhe National Security and
Defencc Council, the establishment of business relations with payment systems and banks of
russiir is prohibited

)oes the Entity perform an additional control or
luality review on clients subject to EDD? Yes

Sonfirm that all responses provided in the above
Section KYC, CDD and EDD are representative
)f all the LE's branches

Yes

3a f N, clarify which queslions the difference/s
elate to and the branch/es that this applies tc

13b f appropriale, provide any additional infcrmation
context to the answers in this section.

O fhe Wolfsber! Group 2020 Page 12 CEDDC V1,3



r4 )oes the Entity hsve risk based policies,

)rocedures and monitoring processes for lhe
dentification and reporting of suspicious
rctivity?

/es

E
Ft5 ivhat is the method used by the Entity to

nonitor transactions for suspicious activiiies? lombination of automated and manual

r6 lf manual or combination selected, specify what
type oftransactions are monitored manually

The transactions which don't correspondend with the financial standing and/or sence of the
client's business activity are detected/checked manually.

t7 Does the Entity have regulatory requirefients tc
'eport suspicious transactions? /es F

17a lf Y, does the Entity have policies, proceclures
and processes lo comply wrth susprcrous
transaction reportiog requirem ents?

/es E
78 Does the Entily have policies, procedures and

Yesarising from the monitoring of customer
:ransactions and activity?

t9 Sonfirm that all responses provided in the above
Section MONITORING & REPORTING are
-epresentative of all the LE's branclre5

Yes

fga f N, clarify which questions the difference/s
-elate to and the branch/es that this applies to

79b f appropriate, provide any additional information
rcontext to tne answers in this section.

Wolfst erg Group Correspondenl Banking Due Diligence Questionnaire (CBDDO) Vl.3
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tlJolfsberg Group Correspondent Banking Duo Diligenco Questionnaire (CBDDQ) Vl.3

]0 loes the Entity adhere to the Wolfsberg Group
)ayment Transparency Standards?

Yes

i't )oes the Entity have policies, proced,rres and
)rocesses to lreasonably] comply with and have
lontrols in place to ensure complrance with:

,1 a :ATF Recommendation 16
Yes

l'l b -ocal Regulations
Yes E

ll b1 ipecify the regulation Law of Ukraine on Prevention and Counteraction of the Legalization (LaunCering) of the
Proceeds from Crime, Finan0ing of Ierrorisrn and Financing of the Proliferation of Weapons of
Mass Destruction.

tl c f N, explain

12 )oes the Entity have processes in place to
espond to Request For lnformation (RFls) from
)ther entitres tn a ttmely manner?

Yes

|3 loes the Entity have controls to supfrort the
nclusion of required ancj accurate originator
nformation in international paymerrt messages?

Yes

l4 )oes the Entity have controis to suppon the
nclusion of required benefrciary information
nternational payment messages?

Yes

l5 lonfitrn that all responses provided in lhe above
lection PAYN4ENT TRANSPARENCY are
epresentative of all the LE's branches

Yes

i5a lf N, ciarify which questions the difference/s
'elate to and the branch/es ihat this aoplies to.

15b ' appropriate, provide any addiiional information
context to the answers in this section.

O The Wolfsberg Group 2020 Page 14 CBDDO V1,J
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B6 )oes the Entity have a Sanctions Policy
approved by management regerding
rompliance with sanctions law applicable to the
-ntitv, including with respect its business
ronducted with, or through accounts held at
'oreign f inancial institutions?

Yes

t7 loes the Enlity have policies, procedures, or
lther controls reasonably designed to prevent
he use of another entiiy's accoJnls or s€rvrces
n a manner causing the other errtity to vioiate
;anctions prohibitions applicable lo the otlrer
?ntity (inciud ng prohibitions within the other
)ntity's local jurisdiction)?

Yes

t8 )oes the Entity have policies, procedures or
)ther controls reasonably designed to prohibit
rnd/or detect actions taken to evade applicable
lanctions prohibitions, such as stripping, or the
'esubmission and/or masking, of sanctions
'elevant information in cross border
ransactrons?

Yes

t9 )oes the Enlity screen its customers, including
)eneficial ownership information collected by the
:ntity, during onboarding and regularly
hereafter againsi Sanctions Lists?

Yes

,0 /y'hat is the method used by the Entily?
Automated

,1 foes the Enlity screen all sanciions relevant
iata, including at a minimum, entity and location
nformation, contained in cross border
ransactions against Sanctions I ists?

Yes

t2 /Vhat is the method used by the Entity?
Automated

)3 lelect the Sanctlons Lists used by tne Eniity in
ts sanclions screerrng process€ s:

)3a lonsolidated United Nations Security Council
lanctions L.ist (l,lN) Used for screening customers and beneficial owners and for filtering transactional data

)3b Jnited States Depanment of the Treasury's
fffice of Foreign Assets Control (OFAC) Used for screening customers and beneficial ovrners anC for filtering transactional data

,3c fffice of Financial Sanctions lmplementation
{vT (oFSr) Used for screening customers and beneficial owners and for filtering transactional data

)3d :uropean [,lnion Consolrdated l-ist (EU)
Used for screening customers and beneficial owners and for filtering transactional data

,3e -ists maintained by other G7 member countries
Used for screening customers and benefjcial owners anci for filtering transactional data

)3f )ther (specify) The list of organizations, legal entities or individual invoived in the commission of terorist activities
lr in respect ofwhich international sanctions have been applied, the Iist ofthe National Security
and Defence Council of Ukraine

95 Wnen regulatory authorities make upd3tes to
their Sanctions list, how many business days
cefore the entity updates their active manual and/
)r automateC semhg sy,s1m against:__

t5 a Customer Data

Same day tc 2 business days

,5b

Sanre day to 2 business days

ti,/olfsbe.g Group Correspondent Banking Due D:ligence Ouestionnaire (CBDDQ) Vl,3
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Wolfsberg Group correspondent Banking Due Diligence Ou6siionnaire (CBDOQ) V1.3

the Entity have a physical presence, e.9.,
subsidiaries, or representative offices

in countries/regions against which L,N,

OFSI, EU and G7 member cJuntries
enacted com prehensive jurisdiciion-based

that all responses provided in the above
SANCTIONS are representative of all

to and the branch/es that this applies to.

context to the answers in this section.

@ The Wolfsberg Group 2020 CBDDQ V1,3

,6

\o

17

Yes

l7a

)7b



)8 foes the Enlity provide ntandatory trrining,
ryhich includes:

,8a dentification and reporting oF transaclions to
tovernment authorities

Yes

=

Yes
aundering, terrorist financing and sanctions
/iolations relevant for the types of products and
reryices offered

,EC nternal policres for controliing money
aundeiing, terrorist financing and sanctions
/iolations

Yes

)8d lew issues that ocour in the market, e.9.,
;igrlificant regulatory actions or new regulations

Yes E
,EC londuct and Cultuie

Yes

)9 s the above mandatory training provide,l to:

)9a loard and Senior Committee lvlanagement
Yes

)9b lst Line of Defence
Yes

=)9c lnd t rne ot tlelence
Yes

led lrd l-ine of Defence
Yes

)9e lrd parties io which specific FCC activities have
)een outsourced Yes

)9f ,'lon-employed workers
contractqrs/consultants) Yes

t00 Does the Entity provide ANIL, CTF & Sanctions
rraining lhat is largeted to slreciftc roles.
-esponsibilities and hrgh risk producls. seryices
end activities?

Yes

0'l Does the Entity provide customised trarning for
AML, CTF and Sanctions staff? Yes

102 Confirm thai all responses provided in the above
Seclion TRAINING & EDUCATION are
representative of all the LE's branches

Yes

1O2 a f N, clarify which questions the differdnce/s
'elate to and the branch/es that this opplies to.

102b f appropriate, provide any additional intormation
rcontext to the answers in this seclion.

Wolfsberg croup correspondent Banking Due Diligenco Questionnaire (cBDDA) Vl.3
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I. TRAINING & EDUGATION

)8b



the Entity have a program wide risk based
)liance Testing process (separate to the

that all responses provided in the above
QUALITY ASSURANCE /

TESTING are representative of

to and the branch/es lhat this applies lo.

context to lhe answers in this section.

O The Wolfsberg Group 2020 CBDDQ V1,3
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I2, QUALITY ASSURANCE /COMPLIANCE TESTING
t03 \re the Entity's fiC processes and documenls

nrbject to quality assurance testing? Yes

t04

Yes

t05

Yes

105 a

05b



liJolfsber0 Group Cor.espondent Banking Due Diligence Questionnaire (CBDDQ) Vl.3

t06 n addition to inspections by the government
;upervisors/regulators, does the Er)tity have an
nternal audit function, a tesling function or other
ndependent third party, or both, that assesses
:CC Al\ill, CTF and Sanctions policies and
)ractices on a regular basis?

Yes

t07 low often is the Entity audited on its AML, CTF
l Sanctions programme by the following

lo7 a nternal Audit Department
Yearly

t07 b External lhird Party
Component based reviews

108 Does the internal audit function or (ilher
independent third party cover the following
areas:

108 a AMt, CTF & Sanctions polcy and fJrocedurcs
Yes

t08 b KYU / UDD / EUU and underlyrng
T ethodologies Yes

108 c
Yes

t08 d Transaction Screening including for sanctions
Yes

108 e Name Screening & List Management
Yes

108 f Training & Education
Yes

ruu g 'echnology

Yes

108 h :iovernance
Yes

108 i {eponlng,,Metilcs & Management lnlornratton
Yes

r08 j Suspicious Activity Fiiing
Yes

t08 k =nterprise Wide Risk Assessment
Yes

108 I )ther (specify)

t09 qre adverse findings from internal & external
rudit lracked to completion and assessed for
rdequacy and compleieness?

Yes

10 lonfirm that all responses provided in the 3bove
iection, AULIT are representat.ve of Dil the l..E's
)ranches

Yes

10 a f N, clarify which questions the drfierence/s
'elate to and the branch/es that lhis zrpplies to.

t10 b i appropriale, provide any additionil infornration
context to th9 answer:i in lhis sectto.t.
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I3. AUDIT

r ransacuon tvton[oflng
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be signed by Global l.lecd of Correspondent Banking or equivalent position holder AND Group Money L.aundering Prevention Ofiicer, Global Head of
Money Laundering, Chief Compliance Offictrr, Glohal Head ol Financial Crimes Comoliance OR equivalent)

"ff@;J:,lillT,,:.Hyl"H.ffiif.:[l"'".}T::::f:l""lY#i1i:'J.*ffiilHii::Iff;:"",andh(lld5accountS,
importance of havinq eltective and sustainable controls to combat financial crinre in order to protect its reputaiion and to meet its

of transparency r€garding pal1res to iransaciions in international paymenls and has adopted/is committed to adopting these

information provided in thisWolfsberg CBDDQ will be kept current and will be updated no less frequently than on an annual basis-

(Global Head of Cotrespondent Banking or equivalent), certify that I have read and understood this declaration, that
n/ollsberg CBDDQ are complete and correct to my honest belief, and that I am authorised to execute this declaralion on behalf of the t-inancial

(l\4LRO or equivalent), certify that I have read and understood this declaration, that the answerc provi.lecl.in this
I am authorsed tc execute th s declaration on behalf of the Financial lnstitution.
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